A.  
Business Problem: Robert Manufacturing is currently hindered by "data blindness." Critical production data is located only within individual machines, forcing management to rely on manual reporting that is delayed by up to 24 hours. This latency prevents the immediate rectification of defects, obscures production bottlenecks, and significantly impedes agile decision-making.
 
Proposed Solution: To address this, an automated middleware system will be developed. The solution utilizes a Python script to extract machine data, persist it in a structured SQL database, and visualize it via a live Grafana dashboard. This architecture enables the instant visualization of production speeds, uptime, and defect rates.
 
Project Management & Resource Allocation: Concurrently managing this initiative alongside daily operations requires a disciplined approach to resource management. A "time-blocking" strategy will be employed, allocating 10 hours weekly to this project, ensuring that operational duties remain unaffected. Resources will be managed using a rigid schedule to prevent scope creep and resource contention.
 
Stakeholder Needs:
Floor Manager: Requires real-time visibility of machine speeds to ensure daily production targets are met before the end of the shift.
Quality Manager: Requires immediate alerts regarding defect rates to halt production of scrap and reduce material waste.

IT Department: Needs a secure, low-maintenance integration that does not create unmanaged OT/IT exposure and has clear ownership/support boundaries.
Implementation Key Points: The project involves deploying a local server environment, developing a Python-based data extraction and simulation script, and configuring high-visibility dashboard screens for the shop floor.
Success Metrics: Success will be quantified by speed and accuracy. The primary objective is to reduce data reporting latency from 24 hours to under 60 seconds, while achieving 100% system uptime during the user acceptance testing phase.






B.  
Problem: The core operational deficiency is Data Latency. Robert Manufacturing currently relies on manual paper logs and static Excel spreadsheets to track performance.

Cause: There is a lack of connectivity between the operational technology (machines) and the information technology (office network). No "middleware" exists to bridge the gap between the factory floor controllers and management decision-support systems.

Impact on each stakeholder group: 

Floor Manager: The 24-hour lag creates a reactive management style. If a machine underperforms at 8:00 a.m., the issue is not identified until the following day, resulting in unrecoverable productivity losses.
 
Quality Manager: Defect trends are identified only after the production run is complete. This results in high scrap costs, as non-conforming parts are produced continuously before the error is detected.
 
IT Department: Technical resources are wasted on low-value manual data retrieval tasks rather than high-value infrastructure improvements.

Alignment with standards: This solution is designed in alignment with the ISA-95 Standard, the international framework for integrating enterprise and control systems. Specifically, it addresses the gap between Level 2 (Supervisory Control) and Level 3 (Manufacturing Operations Management). (ISA-95 Standard: Enterprise-Control System Integration, n.d.)

Alignment with laws: This solution creates a centralized SQL dataset and live Grafana dashboards that expose internal production performance (uptime, cycle speed, defect rates). That information is confidential business data and may qualify as a trade secret if it has economic value due to its non-public nature and the company takes "reasonable measures" to maintain its secrecy (18 U.S.C. § 1839). To align the project with that requirement, the dashboard and database will be kept on the internal network, require authenticated access, and restrict viewing/admin permissions to approved roles only. (Office of the Law Revision Counsel, n.d.)




C.  

	Item
	Type
	Cost Calculation
	Total Cost

	SQL Server Express
	Software
	Free Edition
	$0

	Grafana
	Software
	Open Source License
	$0

	Python
	Software
	Open Source License
	$0

	Virtual Server Host
	Hardware
	Monthly Fee of $30/mo
	$360

	Internal Developer
	Labor
	60 Hours @ $75/hr 
	$4,500

	Project Management
	Labor
	20 Hours @ $75/hr 
	$1,500

	Total Estimated Cost
	
	
	$6,360




Software and licensing costs are $0 because the solution utilizes free/open-source components. SQL Server Express is Microsoft's entry-level, free edition of SQL Server, suitable for small applications. (rwestMSFT, n.d.)
Grafana OSS "can be used for free" and is licensed under AGPLv3, so no dashboard licensing fees are required. (Download Grafana, n.d.)

Python is "absolutely free, even for commercial use," supporting a $0 cost for the data-extraction script. (Python Copyright, n.d.)

The $30/month server hosting estimate is a conservative estimate. AWS shows Lightsail instances starting at $5/month for a basic bundle, so budgeting $30/month provides headroom for a database and dashboard workload without committing to enterprise infrastructure. (Amazon Lightsail Pricing, n.d.)

The $75/hour developer rate is a fair budget number. The U.S. Bureau of Labor Statistics says software developers make about $133,080 per year (median), which is roughly $64/hour if you divide by a normal work year. Companies also pay extra on top of wages (including benefits and other costs), so $75/hour is a reasonable estimate after accounting for all employee benefits. (Software Developers, Quality Assurance Analysts, and Testers, n.d.)
$75/hr for project management is a reasonable internal "all-in" rate. BLS reports the median pay for a PM specialist at approximately $48/hr ($100,750/year), and the employer also provides benefits on top of wages, which significantly increases the overall cost, as management positions typically have a strong benefit package. (Project Management Specialists, n.d.)

All of these combined provide a reasonable cost for the infrastructure and staffing required to complete the project. The ongoing and one-time costs are highly efficient compared to the data that the organization will have available for cost optimization and downtime minimization.


D.
The risk register is attached to this document to be viewed. A screenshot preview is located below, along with the other deliverables for Section D.


Risk Register:
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Qualitative: 
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Quantitative:
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Cost-benefit analysis:
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Risk Mitigation Strategies 
 
Operations Risk (Deployment disrupts production) 
The adoption of isolation and reversibility is the mainstay of the risk mitigation strategy. The pilot launch will be limited to a single production line, rather than the entire floor. A cutover window will be planned strictly after production hours, within the time window defined and agreed upon beforehand. If the system has a negative impact on production, a rollback plan will be implemented, ceasing data flow and returning the line to the previous state. 

Schedule Risk (Scope creep and minor details) 
The project will adhere strictly to the MVP scope to avoid any delays, as they are likely to occur. The time-boxing strategy, allocating exactly 10 hours a week, will be used to ensure that development is done in focused windows without disruption to operational duties. Overload will be avoided by using a Kanban board to visualize work. 
 
Network Risk (New connectivity exposure) 
Technical controls will be implemented to minimize the risk of exposure. Network segmentation will be used to provide access, ensuring that critical business systems are isolated from non-essential traffic. Service accounts will be set up in accordance with the principle of least privilege, and thus, the system will have only the specific permissions necessary for it to read data. Implementation will only take place after the IT department has approved these connections. 
 
Data Risk (Wrong mapping or missing fields) 
Creating a data dictionary during the design phase will help determine the exact meaning of each signal. The Floor Manager and Quality Manager will be involved in defining the KPIs and will provide the sign-off. These managers will need to explicitly validate the accuracy of the KPIs during the last evaluation. Team Risk (Other projects reduce focus). The use of a strict schedule ensures that there will be no competition for resources. The team will have weekly priority review meetings where they can realign their focus if external projects start to infringe upon the allocated capacity. 
 

Database Risk (SQL Express limits hit early) 
The data retention plan will wipe out old records automatically through archiving or deletion. Data growth will be continuously monitored to estimate when storage will be full, allowing for necessary preventative measures to be taken. 
 
User Risk (Dashboards not adopted) 
[bookmark: _Int_7gHVTAis]The zero-cost software architecture supports the financial impact of non-adoption. Active usage will be stimulated through training and daily huddle integration, making data a routine part of the process and not an optional task.
E.  
The SQL/Grafana stack was selected for its alignment with modern industry standards and cost-efficiency.
 
Simplicity: The architecture is modular, allowing for easy maintenance or upgrade of individual components without system-wide downtime.
 
Flexibility: Dashboard visualizations can be modified instantly based on user feedback, eliminating the need for vendor support tickets.
 
Cost: Zero licensing fees ensure that the project remains within the operating budget. In contrast, ongoing hosting costs are affordable, considering the risk mitigated and the potential gains in productivity that come with having the data to optimize processes.

Alternative Approaches Considered:
 
Excel Spreadsheets: Although familiar to staff, Excel does not support real-time data streaming and requires manual data entry, which fails to address the core problems of latency and human error.
 
Cloud IoT (AWS/Azure): Connecting the factory floor directly to the public internet introduces significant cybersecurity risks. Additionally, the complexity of cloud architecture exceeds the scope and resource availability of this initiative.




F.
Project Lead / Developer: Responsible for the system architecture, coding, and project management.
 
Host Hardware: A designated workstation/server to host the database and run the Python simulation scripts.
 
Subject Matter Expert (SME): The Floor Manager, utilized for requirement gathering to ensure metrics are operationally relevant.
 
Justification & Allocation Plan The project is designed to be lean, requiring only a single developer for execution due to the use of open-source tools that do not require enterprise team support, with a dedicated server for simplified maintenance
 
Allocation Strategy: Resources will be managed using a Kanban Board. A "Time Boxing" technique will be applied, ensuring the Project Lead focuses solely on development during allocated windows without context switching.
 
Impact on Existing Gaps: Currently, Robert Manufacturing operates with a "Knowledge Gap," estimating production rates rather than measuring them directly. This project closes that gap with objective data. This positively impacts other active projects, such as Annual Budgeting, by providing accurate historical data for forecasting rather than relying on estimates.






G.  
Scope 
Through this project, a straightforward technique will be developed that facilitates the gathering of production data from a single pilot line, its storage in SQL Server Express, and the generation of near-real-time KPIs in Grafana. The key objective is to have real-time KPI dashboards that support daily decisions for production and quality. 
 
Assumptions 
The pilot line is capable of providing the necessary data fields, and the plant can grant limited network access through the means of segmentation and least privilege accounts. An internal developer and an internal project manager are utilized for the project, leveraging the already defined planned hours and costs. The floor manager and quality manager will be involved in defining KPIs and will approve the process through testing. Production is the primary consideration, and the project will not proceed with line interruptions without a pre-planned cutover window. 
 
Project Phases 
The requirements and KPI definition make up phase one. The next phase involves data mapping, creating database tables, designing dashboards, and implementing security design. The third phase involves developing Python data extraction, SQL storage, and Grafana dashboards. The next phase involves testing the accuracy, stability, and basic performance of the application. The pilot phase is launched in one line and is followed by stabilization and handover. 
 
Timeline With Future Dates 
The period for running requirements and KPI definitions will be from January 5, 2026, to January 9, 2026. The design phase will take place from January 12, 2026, to January 23, 2026. Development will take place from January 26, 2026, to February 13, 2026.
 
Testing and user acceptance will take place from February 16, 2026, to February 27, 2026. 
 
The pilot launch on a single line will take place from March 2, 2026, to March 6, 2026. The stabilization and closeout periods will happen from March 9, 2026, to March 13, 2026.
 
Dependencies
This project relies on access being provided to the required OT data points for the KPIs and a mutual understanding of the meaning of each field. It is also dependent upon the IT department approving the segmented connection and service accounts. Furthermore, it is dependent upon a virtual server being available that will host SQL Server Express, the Python script, and Grafana. Finally, all stakeholders must be available for reviews and testing. 
 
Risk Factors 
Network risk is of utmost priority as opening new connectivity will invariably increase exposure, even if segmentation and least privilege principles are strictly observed. Data risk is the second most important priority, as incorrect mapping or unavailability of data fields can not only lead to the generation of wrong KPIs but also result in a loss of trust. Schedule risk is the next priority, as there is a high likelihood that the project will get bogged down in minor details; hence, the need for constant focus on the MVP. Operations risk is the most extreme since any problem causing production downtime will be considered unacceptable; thus, there is a need for pilot and cutover controls. Database risk is medium; SQL Express limitations could be reached earlier than anticipated, hence the need for monitoring of data retention and growth. User adoption risk is low, as the cost incurred is minimal, and access to the dashboards is optional. Team capacity risk is medium, as the work of others can lead to a less focused approach. 
 
Major Milestones 
KPI and scope sign-off is set for January 9, 2026. January 23, 2026, will bring the approval of the security approach, along with the completion of the data dictionary and SQL design. The day of February 6, 2026, will give the first complete data flow from OT to SQL to Grafana. The first version of the dashboard will be available for review on February 13, 2026. Finally, on February 27, 2026, the date of user acceptance testing completion is marked. On March 6, 2026, a pilot will go live on one line, and on March 13, 2026, the final handover and project closeout will take place. 
 
Project Launch Information
The launch will first be a pilot on one line during a determined cutover period. The group will enable the data flow, verify that the KPIs match the predicted ones, ensure the dashboards have been updated, and conduct the performance test during the first complete shift. In the event that production is affected, the rollback plan is to halt the data flow and revert the line to its original state. Plan for 
 
Implementation 
The approach is to gradually increase the scale, starting with small steps, while displaying accuracy and stability simultaneously, and then expanding. The project will maintain a minimal viable product scope to stay on track with the timeline. It will be implemented to prioritize protective measures for production and the facility's security. Once the pilot project is stabilized, plant management can decide whether to extend the project to additional lines. 
 
Documentation Outputs 
The project documentation will be a list of requirements, definitions of KPIs, a data dictionary, a simplified architecture diagram, a security access guide, a test plan, a user acceptance sign-off, and an operations guide.
 
Hardware and Software Outputs 
Hardware delivery includes the virtual server, which is used to host the solution, and, if necessary, the monitor, which is used to display the dashboards. Software products consist of SQL Server Express configured for the KPI tables, a Python script that extracts and loads data, along with Grafana dashboards and alerts. 
 
Final Assessment Using an Evaluation Framework 
The final product will be evaluated based on easy-to-accept criteria and typical industry standards for both OT and IT solutions. The main verifications include KPI accuracy confirmed by the floor manager and quality manager, a dashboard update time of less than 60 seconds, and stable performance during the user acceptance testing. Security will be confirmed against common standards for industrial environments, with a specific focus on network segmentation and least privilege access. Production impact will be assessed during the pilot, with the criterion for success being that there is no unplanned downtime attributable to the deployment.
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